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ABSTRACT

The blockchain-powered scheme for sharing
medical files in a practical manner
decentralized quality based encryption is a
secure and efficient approach for sharing
sensitive  medical information = among
healthcare providers. The system utilizes
blockchain technology to store and handle the
framework for restricting entry to specific
areas and permissions for medical files,
providing a tamper-proof and transparent
mechanism for managing access to the data.
Additionally, the wuse of decentralized
attributes- based encryption ensures that
patient data remains confidential and only
accessible to those with the appropriate
permissions. The scheme enables data owners
to define granular access control policies based
on specific attributes such as the type of data,
patient information, and the role of the
requesting party, enabling better collaboration
and decision-making while ensuring data
privacy and confidentiality.

I. INTRODUCTION

The traditional system of keeping medical
records in particular based on manuscripts they
have many problems such as random Sequence
of events, information, insufficient data,
broken record, data repetition, inconsistency
with handwriting also sometimes it does not
work well. In modern times, victory this
shortcoming the healthcare industry is
changing the Electronic system based on the
electronic and currently known better known
as Electrical Health Records (EHR). Major
projects in the healthcare sector can be
considered with an EHR program that starts
with a patient medical record, Doctor
Appointments and appointments, clinical and
laboratory tests report, doctor’s note, payment
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and accounts, and future Patient follow-up. The
main purpose of the EHR is to provide order,
sufficient without restriction, and not required
medical, Consistent, and effective medical
record participants. The advantage of the
system is that it is better efficiency, accuracy.
A common phenomenon in healthcare in most
Arab countries is the lack of optimal
utilization of human and material resources
available to provide integrated healthcare to
prevent diseases and treat diseases after they
occur. Statistics indicate that Arab countries
suffer from high rates of health problems, such
as diabetes, liver disease, and parasitic
diseases, such as histosomiasis and malaria.
These health problems could be prevented
before they occur or their complications
prevented by early detection. This is due to a
combination of factors: planning, operational,
and technical. If we were able to overcome
them, this would lead to significant progress in
the level of health care.

In addition, there is a weakness and lack of
available hospital information systems, which
is some of the most advanced software that
directly serves all technical and administrative
healthcare activities, ensuring that the medical
institution has full control over all its activities
and resources. The successes of these advanced
systems do not depend on the exact selection of
equipment and software for storage. Rather,
their success depends on their suitability for
different users—from healthcare providers,
such as doctors, nurses, technicians, and even
administrators—where the vision and priorities
of each of these categories differ, and their
information needs vary, as do the benefits of
each of these systems. The traditional health
system (paper) has been replaced by an
electronic health information system because
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the traditional system has been found to be
ineffective due to a number of issues, including
low storage capacity, high operating and
maintenance costs, and system integration. The
computerized health system was then replaced
by cloud computing because it relies on a more
efficient infrastructure, as well as the many
benefits of cloud computing in IT, such as
cost, scalability, flexibility, and other features.
The use of cloud computing in electronic
health records reduces costs in the provision of
health services, maintenance costs, networks,
licensing fees, and infrastructure in general,
and this will therefore encourage developers to
adopt the cloud in healthcare.

Motivation

Blockchain-based systems are a decentralized
technology that is used in several industries
such as logistics, supply chain management,
finance applications, and the Internet of
Things (IoT). Blockchain provides a secure
distributed database and queries to the database
can be made without any intervention of
unauthorized identities. It is highly efficient in
the case when various participants want to
access the same database. Thus, Blockchain
can minimize a lot of resources and costs to
access the same database securely. The critical
issue in electronic health/medical records
(EHR/EMR) is
interoperability among various involved

maintaining the

identities. This issue may cause obstacles in
the data transaction among each other. There is
a lack of data management and sharing
mechanism among the identities which leads
to fragmentation of the healthcare information.
Apart from interoperability, data security and
privacy are also challenges in the current ways
of data storing and sharing data through
EHR/EMR systems. Sharing and storing
patients’ data has a lot of liabilities due to data
leakage and potential shortcoming in security
mechanisms. Blockchain for healthcare can
ensure the security of the personal and medical
information of the patients and can make sure
that only authorized identities can access/edit
the data using features that enable specific
features among various identities in the system.
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Therefore, there is a clear need for a distributed
way of sharing and storing data where patients
are surer about their data security and privacy
and 1n addition, all the involved identities can
see the holistic view of overall transactions
and interactions.

Problem Statement

In this project, we will create an EHR system
using the concept of blockchain. We will be
deploying the project using web technologies
like HTML, CSS, and JavaScript and
serverside technologies like java and SQL for
database management. To manage the medical
records of patients, need to map EHR
components to the requirements of the
systems. All hospitals act as organizations in
the network. Patient data has been treated as
assets that are stored in the ledger. It is also
possible to store the reference of the EHR data
in the ledger but since the application is not
managed by real data and for that it will be
necessary to maintain a separate database that
will have patient data.

This can be a good solution when it is
integrated with production or real hospitals'
EHR data. For now, the patient record has a
few fields like personal and medical details like
age, address, allergies, symptoms, treatment,
follow-up, etc. When a doctor is medicating a
patient, patient history data will be available
which helps doctors to assign appropriate
treatment. To improve the privacy of records,
it is designed to provide extra steps in an
application for patients. The patient can decide
to have permission to access his/her data from
a particular doctor. A doctor can view limited
fields of assent means patient data like all
medical fields along with age and allergies,
whereas the patient can view all the fields but
edit only the personal field.

Objectives

The objective of this project is to design and
implement a secure, efficient system for
sharing medical files across multiple cloud
platforms using blockchain technology. It aims
to ensure patient data privacy, integrity, and
accessibility without relying on a single cloud
provider. The system will utilize blockchain to
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create a decentralized, tamper-proof ledger of
file transactions and access logs. Smart
contracts will automate access control,
ensuring that only authorized parties can view
or modify medical records. Multiple cloud
storage providers will be integrated to enhance
redundancy, availability, and load balancing.
Data will be encrypted before uploading to the
cloud, ensuring confidentiality even if a
provider is compromised. The project seeks to
reduce trust dependencies on centralized
authorities or single service providers. Patients
will retain ownership and control over their
medical data through blockchain identity
management. Healthcare providers will have
streamlined, secure access to necessary files,
improving care coordination. The system will
incorporate efficient file-sharing protocols to
minimize latency and overhead costs.
Blockchain consensus mechanisms will be
optimized for high transaction throughput and
low energy consumption.
II. LITERATURE SURVEY

Smart healthcare realizes the interaction
between patients and medical staff, medical
institutions, and medical devices by building a
health archive regional medical information
platform and using the most advanced Internet
of things technology so that the medical
industry gradually achieves information.
Sharing medical data is an important step to
making the medical system more intelligent
and improving the quality of medical service.
However, the sharing of patient data among
institutions is not yet fully realized, and the
blockchain is a great way to solve this problem
right now. Blockchain is distributed data
system involving multiple independent nodes,
which is an emerging technology for
decentralized and transactional data sharing
among large networks of entrusted
participants. It features decentralization,
timestamps, collective maintenance,
programmability, and tamper-proofing
Blockchain has relatively few applications in
medical treatment, and the existing research
mainly focuses on combining blockchain 2
Journal of Healthcare Engineering with a
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certain information technology to build a
single application platform, such as using
blockchain technology to build a medical
transaction sheet verification system; using
etheric blockchain to build a medical
information sharing platform MedRec which
combines blockchain with big data, and using
Blockchain technology.

owever, the application of blockchain
technology in the whole intelligent medical
industry lacks systematic research. Based on
this, the study will build a customer-centered
Blockchain smart healthcare application
system based on stakeholder theory to explore
its development path. After sorting out and
analyzing all the stakeholders of the system,
we get the application system based on ten
aspects including 22 criteria.

Description: This technology has been said can
solve many problems of the healthcare system
such as increase the storage capacity and add
new capability on the existing healthcare
system. Cloud computing offers cost effective,
increase interoperability and accessibility,
optimize resources and integrate the healthcare
information systems. It becomes a solution for
solving the current issues, which lead to
enhance functionality and features of the
healthcare information systems. Therefore, the
aim of this study is to explore the cloud
computing  technology as solution for
healthcare information system issues. Issues
such as data transmission, data storage, cost
and maintenance issues are presented and
described. The implications of this study then
discussed.

Description: he computerized health system
was then replaced by cloud computing because
it relies on a more efficient infrastructure, as
well as the many benefits of cloud computing
in IT, such as cost, scalability, flexibility, and
other features [2]. The use of cloud computing
in electronic health records reduces costs in
the provision of health services, maintenance
costs, networks, licensing fees, and
infrastructure in general, and this will
therefore encourage developers to adopt the
cloud in healthcare.
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We present a descriptive literature review and
classification scheme for cloud computing
research. This includes 205 refereed journal
articles published since the inception of cloud
computing research. The articles are classified
based on a scheme that consists of four main
categories: technological issues, business
issues, domains and applications, and
conceptualizing cloud computing. The results
show that although current research is still
skewed towards technological issues, new
research themes regarding social and
organisational implications are emerging. This
review provides a reference source and
classification scheme for IS researchers
interested in cloud computing, and to indicate
under-researched areas as well as future
directions.

As a result the aim of this paper is twofold;
firstly to evaluate cloud security by identifying
unique security requirements and secondly to
attempt to present a viable solution that
eliminates these potential threats. This paper
proposes introducing a Trusted Third Party,
tasked with specific  security
characteristics within a cloud environment.
The  proposed calls
cryptography, Public
Infrastructure operating in concert with SSO
and LDAP, to ensure the authentication,

assuring
solution upon

specifically Key

integrity and confidentiality of involved data
and communications. The solution, presents a
horizontal level of service,

available to all implicated entities, that realizes
a security mesh, within which essential trust is
maintained. It remains to be seen how cloud
computing will impact the healthcare business
since it is very diverse and complex, it
presents several challenges such as protecting
members health records in addition to
following HIPAA guidelines set by federal
compliance regulations Efforts are being made
to decrease the costs for consumers and it will
play a big role in achieving it and also
improving clinical and quality outcomes for
patients.

EXISTING SYSTEM

Reliance on Paper Records: Many healthcare
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institutions in developing countries still rely on
paperbased files for patient medical record
documentation.

Limited Access to Previous Records: When
patients visit a new healthcare facility, they
must provide their health information again, as
the new facility cannot access their previous
medical records.

The
paper-based method has various shortcomings,
including with organization,
accessibility, and security of patient records.
Service-Oriented Architecture (SOA) Model:
The paper uses the SOA software development
model to create a framework for an electronic
health records (EHR) system designed to solve
realworld healthcare challenges. The system
allows access through a web portal over a
private network, ensuring secure interactions

Challenges of Paper-Based Systems:

1ssues

between patients, doctors, nurses, and medical
assistants via various devices

In many developing countries however, most
healthcare institution still relies on paper-
based files as the method for patients’ medical
this method,
patients’ medical records are stored on paper-
based files and registers. If for any reason a

record documentation. In

patient needs to visit a new healthcare facility,
the patient would need to provide his/her
health information to the new facility without
reference to the previous medical records of
such a patient. Aside this limitation, this
method also suffers from many attendant
shortcomings earlier mentioned in this Section
of the paper. Furthermore, in some few
healthcare institutions that operates automated
health records, various units or departments in
these healthcare institutions operate as
independent entities and they suffer from the
inability to transfer patient health information
and records amongst themselves most of the
architectures proposed by the authors are for
contextual scenarios where there are no
constraints in ICT resources and there exist
already deployed legacy systems for different
tasks within healthcare facilities. A large

majority of these reviewed works proposed
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architectures that integrate already deployed
legacy systems into an EHR system and rather
than develop an EHR system from the scratch.
In this paper, a framework for a cloud-based
electronic health records system that is
capable of automating storage, retrieval,
updating and maintaining of patients medical
records from the scratch in developing
countries is proposed.

PROPOSED SYSTEM

Security Measures: Patient data security is
ensured using a public key cryptosystem and
steganography. Medical records are saved and
transferred to a network server via Secure File
Transfer Protocol (FTPS) for future use,
protecting information  from
unauthorized access.

sensitive

Data Access and Communication: Medical
practitioners with valid credentials can access
patient data to analyze medical history,
medication reactions, and provide
recommendations.  Physicians can  also
communicate with patients through the web
portal, allowing patients to access their
personal medical records.

Multi-layered  Architecture: The proposed
system follows a multitiered approach,
including the Presentation, Application,
Middle, and Data tiers. The Presentation tier is
the user interface, independent of other layers,
ensuring compatibility with different devices.
Functionality of Each Tier: The Application
tier processes user inputs, while the Middle
tier, composed of web services, addresses
integration issues, data structure discrepancies,
and technical conflicts. The Data tier supplies
the patient data required by the EHR
application for effective management and
received. An essential of devising model
solutions to identified problems is defining
apposite research methodologies .This paper
employed the Service Oriented Architecture
(SOA) software development model to derive a
framework for an electronic health records
system that would solve a real life problem.
The EHR system can be accessed through a
web portal over a private network by patients,
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doctors, nurses and medical assistants with
valid credentials using various devices that
include Smartphones, laptop and desktop
computers.

The security of patient information and data is
to be by a public key cryptosystem and
steganography. Recorded patient’s data are
routinely saved and transferred to the network
server via Secure File Transfer Protocol
(FTPS) for future referencing. Patients’
medical data accessed by medical practitioners
with valid credentials can be used by them to
analyze and manage patients’ medical history,
reaction to medication, evolution and possibly
send to patients, a medical recommendation.
Also, physicians can communicate with
patients through the web portal while patients
too can access their personal medical records.
The implementation view of the proposed
framework is a multi-layered approach
consisting of the Presentation, Application,
Middle and Data tiers. The foremost layer is
the Presentation tier which is a web portal that
facilitates the exchange of information
between users and the system and among
various users.

It is a layer that is independent of other layers
underneath it since it was to be implemented
for a variety of devices. Next to the Presentation
tier is the Application tier. The Application tier
collates users’ inputs (data and information)
and process them. Beneath the Application tier
is the Middle tier.

The Middle tier is essentially made up of
services layer that handles issues bothering on
integration of different applications, problems
arising from disparity in data structures
implemented, technical conflict in connectivity
to different protocols and so on. This layer is
composed by web services. The last of the
layers is the Data tier. The patient data requests
by the EHR application is supplied by the data
tier.

III. OUTPUT SCREENS
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IV. CONCLUSION
In this paper, we have proposed a blockchain-
based approach to give patients control over
their medical records in a decentralized,
traceable, reliable, trustful, and secure manner.
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we have created an architecture for the
Electronic Health Record using blockchain
technology and we have proposed framework
for the block chain and create a block to store
the patients data in a decentralized healthcare
network for secure sharing. We were able to
deploy a block chainbased EHR network and
implement basic functionalities in the network.
We successfully achieved the main objective
of this research by using the primary features
of blockchain that is hashing and
decentralization. We conclude that blockchain
technology is an innovative technology for
implementing EHRs and also it has the
potential to help in the research and progress
of healthcare in the near future.

The overarching benefit In multi-cloud storage,
the identity-based distributed provable data
possession scheme has been revisited to ensure
that data remains in storage. The server can still
produce a valid proof to show that data is still
stored, ensuring data integrity. To enhance

the security of multi- cloud storage, a general
model for ID-PDP protocols. This
introduced, which utilizes regular signature
This
mechanism was found to be secure, and a new
public auditing mechanism was proposed,

was

schemes and usual PDP protocols.

which allows for data sharing with effective
user deletion in the cloud
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